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1 Introduction

1.1 Objectives

The objective of work package WP7 is to assess the A3 operations developed by work
packages WP1 and WP2, through hazard identiÞcation and Monte Carlo simulation on
accident risk as a function of tra!c demand, to assess what tra!c demand can safely be
accommodated by this advanced operational concept, and to assess the e!ciency of the
ßights. The accident risk levels assessed should be in the form of an expected value, a 95%
uncertainty area, and a decomposition of the risk level over the main risk contributing
sources. The latter veriÞes which of these sources should have been mitigated during
the 2nd design cycle by the A4 concept. In order to accomplish this assessment through
Monte Carlo simulation, the complementary aim of this WP is to further develop the
innovative HYBRIDGE speed up approaches in rare event Monte Carlo simulation.

The aim of the current report is to give a thorough review of risk assessment status for
advanced air tra!c operations.

1.2 Accident risk assessment in ATM

Among the class of complex and safety critical industries, air tra!c is an interesting
example that poses exceptional challenges to advanced design. By its very nature, each
aircraft has its own crew, and each crew is communicating with several human operators
in di"erent air tra!c management (ATM) and airline operational control (AOC) centres
on the ground in order to timely receive instructions critical to a safe ßight. In addi-
tion, from an organisational perspective, air tra!c involves interactions between many
stake holders: pilots, air tra!c controllers, airline operation centres, airport authorities,
government regulators and the public travelling. Figure 1.2 highlights this characteristic
feature of interplay between distributed decision making and safety criticality both for
air tra!c and for other complex or safety-critical industries, such as Þnance and nuclear
and chemical plants. Among the safety critical industries, air tra!c stands out regarding
the many distributed levels of interactions in control and decision making.

The implication is that safety of air tra!c is the result of interactions between multiple
human operators, procedures (including spacing and separation criteria), and technical
systems (hardware and software) all of which are highly distributed. Since safety depends
crucially on the interactions between the various elements of a system, providing safety
is more than making sure that each of these elements function properly. It is imperative
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Figure 1.1: Air tra!c compared with other complex and/or safety-critical industries in
terms of potential number of fatalities per accident and the level of dis-
tributed interactions

to understand the safety impact of these interactions, particularly in relation to non-
nominal situations.

Traditional ATM design approaches tend to be bottom-up, that is starting from de-
veloping concept elements aimed at increasing capacity, and next to extend the design
with safety features. The advantage of the traditional approach is that advanced design
developments can be organised around the clusters of individual elements, i.e., the com-
munication cluster, the navigation cluster, the surveillance cluster, the automation tools
cluster, the controllers/pilots and their human machine interfaces (HMIs), the advanced
procedures, etcetera. The disadvantage of this traditional approach is that it fails to
fully address the impact of interactions between controllers, pilots and ATM systems on
safety.

A goal oriented approach would be to design ATM such that safety has been built in
at the capacity-level required. From this perspective, safety assessment forms a primary
source of feedback (Figure 1.2) in the development of advanced ATM designs. An early
guidance of ATM design development on safety grounds can potentially avoid a costly
redevelopment program, or an implementation program that turns out to be ine"ective.
Although understanding this idea is principally not very di!cult, it can be brought into
practice only when an ATM safety assessment approach is available that provides appro-
priate feedback to the ATM designers from an early stage of the concept development
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(Figure 1.2). This feedback should provide information on which safety-capacity issues
are the main contributor to unsafety.

ATM design Safety/Capacity 
Assessment 

Figure 1.2: Safety feedback based ATM design

Collision risk modelling for air transportation was initially developed in the 1960s to
address the safety of proposed separation standard reductions in the North Atlantic Or-
ganized Track Structure. The civil aviation community has developed a mathematical
model to estimate mid-air collision risk levels as a function of spacing values in route
structures [56]. This model is known as the Reich collision risk model; it assumes that
the physical shape of each aircraft is a box, having a Þxed orientation, and the col-
lision risk between two aircraft is approximated by an expression that has proven to
be of practical use in designing route structures [54]. Apart from the approximation,
the most severe shortcoming is that the Reich model does not adequately cover situ-
ations where interaction between pilots and controllers play a crucial role, e.g. when
controllers monitor the air tra!c through surveillance systems and provide tactical in-
structions to the aircraft crews. These shortcomings of the methodology have led to the
development of new approaches and relevant tools for the safe separation assessment of
advanced procedures in air tra!c, e.g Analytic Blunder Risk Model (ABRM), Airspace
Simulation and Analysis for Terminal instrument procedures (ASAT), ICAOÕs Collision
Risk Model (CRM), Reduced Aircraft Separation Risk Assessment Model (RASRAM)
[89] and Tra!c Organization and Perturbation AnalyZer (TOPAZ) [9]. An extensive
overview of these approaches can be found in [26]. TOPAZ appeared to be the most ad-
vanced in going beyond established approaches. It was developed by National Aerospace
Laboratory NLR as a safety risk assessment methodology which provides safety risk feed-
back to advanced air tra!c operation design. Within TOPAZ, Petri net modelling and
Monte Carlo simulation has proven to deserve a key role in modelling and assessment of
advanced air tra!c operations on safety risk [5, 10, 13, 14, 15, 16, 38, 39, 41, 90]. In this
respect it is relevant to notice that the use of Petri nets has been shown to work wellin
modelling safety critical operations in nuclear and chemical industries (e.g. [72]).

In this report we will explain in details the TOPAZ methodology and present recent
extensions which were developed during the HYBRIDGE project.
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1.3 Organisation of this report

This report is organized as follows.

The aim of Chapter 2 is to explain how the TOPAZ methodology e"ectively uses Monte
Carlo simulation in safety risk assessment of an advanced air tra!c operation. Emphasis
is on how Monte Carlo simulation of safety risk works and how this is embedded within a
complete safety risk assessment cycle. First, Section 2.2 provides an overview of the steps
of the TOPAZ safety risk assessment cycle and for which step Monte Carlo simulation
is of direct use. Next, Section 2.3 provides an overview of how to develop a Monte Carlo
simulation model of a given operation. In order to keep the explanation concrete, a
particular example is introduced Þrst. Subsequently, Section 2.4 provides an overview
of key issues that have to be taken into account when using a Monte Carlo simulation
supported safety risk assessment. Section 2.5 presents Monte Carlo simulation results
for the particular example identiÞed in Section 2.3. Finally, conclusions are drawn in
Section 2.6.

Chapter 3 presents novel sequential Monte Carlo simulation methods which were de-
veloped within HYBRIDGE project for a much e!cient estimation of collision risk in
advanced ATM scenarios. The approach is demonstrated on application of these novel
Monte Carlo techniques to a free ßight air tra!c concept of operations. Section 3.2
develops the sequential Monte Carlo simulation approach toward probabilistic reachabil-
ity analysis of a Generalised Stochastic Hybrid System (GSHS) model of free ßight air
tra!c. Section 3.3 explains how an initial GSHS model has been developed for a speciÞc
free ßight air tra!c concept of operation. Section 3.4 applies the sequential Monte Carlo
simulation approach of Section 3.2 to the GSHS model of Section 3.3. Section 3.5 draws
conclusions.
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2 Safety Risk Assessment by Monte Carlo
Simulation of Complex Safety Critical
Operations

2.1 Introduction

This chapter gives an overview of performing safety risk assessment of a safety critical
operation with support of Monte Carlo simulation. The approach is outlined for an air
tra!c example involving aircraft departing from a runway, which is occasionally crossed
by taxiing aircraft. At the airport considered, a Runway Incursion Alert System (RIAS)
is installed to warn the air tra!c controller in case of impending runway incursions. The
chapter explains the key issues to be mastered in performing a Monte Carlo simulation
supported safety risk assessment of this kind of operation. To begin with, one has to
develop an appropriate simulation model, and a sound way to speed up the Monte Carlo
simulation based on this model. Complementary, one has to validate the simulation
model versus the real operation, and the simulation supported approach has to be em-
bedded within the safety risk assessment of the total operation. For this application
example Monte Carlo simulation results are given and the way of feedback to the design
of the operation is outlined.

2.2 Safety Risk Assessment Steps

An overview of the steps in a TOPAZ safety risk assessment cycle is given in Figure 2.1.
Although the cycle itself is very much in line with the established risk assessment steps
(e.g. [70]), some of these steps di"er signiÞcantly.

In step 0, the objective of the assessment is determined, as well as the safety context, the
scope and the level of detail of the assessment. The actual safety assessment starts by
determining the operation that is assessed (step 1). Next, hazards associated with the
operation are identiÞed (step 2), and aggregated into safety relevant scenarios (step 3).
Using severity and frequency assessments (steps 4 and 5), the safety risk associated with
each safety relevant scenario is classiÞed (step 6). For each safety relevant scenario with
a (possibly) unacceptable safety risk, the main sources contributing to unsafety (safety
bottlenecks) are identiÞed (step 7), which help operational concept developers to learn
for which safety issues they should develop improvements in the ATM design. If the
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Figure 2.1: Steps in TOPAZ safety risk assessment cycle

ATM design is changed, a new safety risk assessment cycle of the operation should be
performed in order to investigate how much the risk posed by previous safety issues has
been decreased, but also to assess any new safety issues that may have been introduced
by the enhancements themselves.

The following subsections present the risk assessment steps of a TOPAZ cycle in more
detail. Then it also becomes clear that Monte Carlo simulation plays a key role in step
5: assess frequency.

Step 0: Identify objective

Before starting the actual safety assessment, the objective and scope of the assessment
are set. This should be done in close co-operation with the decision makers and designers
of the advanced operation. Also, the safety context must be made clear, such that the
assessment is performed in line with the appropriate safety regulatory framework.

An important issue for setting the safety context is the choice of safety criteria with
respect to which the assessment is performed. Depending of the application, such criteria
are deÞned for particular ßight condition categories (e.g. ßight phases or sub-phases) and
for particular severity categories (e.g. accident, serious incident). Typically, within the
chosen context, these criteria deÞne which ßight condition/severity categories have tobe
evaluated and which frequency level forms the Target Level of Safety (TLS) threshold
per ßight condition/severity category.
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2 Safety Risk Assessment by Monte Carlo Simulation of Complex Safety Critical Operations

Step 1: Determine operation

Step 1 serves for the safety assessors to obtain a complete and concise overview of the
operation, and to freeze this description during each safety assessment cycle. Main input
to step 1 is a description of the operational concept from the designers, while its output
is a su!ciently complete, structured, consistent and concise description of the operation
considered. The operation should be described in generic terms, the description should
provide any particular operational assumption to be used in the safety assessment, and
the description has to be veriÞed by the operational concept designers. Typically during
this step, holes and inconsistencies in the concept as developed are also identiÞed and
immediately fed back to the design team.

Step 2: Identify hazards

The term hazard is used in the wide sense; i.e. an event or situation with possibly
negative e"ects on safety. Such a non-nominal event or situation may evolve into danger,
or may hamper the resolution of the danger, possibly in combination with other hazards
or under certain conditions. The goal of step 2 is to identify as many and diverse hazards
as possible. Hazard identiÞcation brainstorming sessions are used as primary means to
identify (novel) hazards.

In system engineering, the functional approach to hazard identiÞcation is well-known.
In this approach it is attempted to determine all possible failure conditions and their
e"ects, for each function that plays a role in the operation, including the human operator
tasks. Unfortunately, the approach cannot identify all hazards related to an operation
that involves human operators. An important reason for this is that the performance
of air tra!c controllers and pilots depend on their (subjective) situational awareness.
From a human cognition perspective a particular act by an air tra!c controller or pilot
can be logical, while from a function allocation perspective the particular act may be
incorrect. Such incidents are often called Òerrors of commissionÓ [91]. An example of
error of commission in the crossing operation is that because of the complicated taxiway
structure, the pilot thinks to be taxiing far from the runway, while in reality, he starts
crossing the runway without noticing any of the runway signs.

Another well-known technique of hazard identiÞcation is the HAZOP (HAZard and OP-
erability) method. With this method, hazards are identiÞed and analyzed using sessions
with operational experts. At the same time, the experts come up with potential solu-
tions and measures to cope with the identiÞed hazards [63]. The advantage of HAZOP
with respect to the functional approach is that also non-functional hazards are identi-
Þed during the brainstorm with operational experts. However, in applying HAZOP, one
needs to take care that hazard analysis and solution activities do not disturb the hazard
identiÞcation process, which could leave certain hazards unidentiÞed or inappropriately
ÒsolvedÓ. Leaving such latent hazards in a design typically is known to be very costly in
safety critical operation.
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2 Safety Risk Assessment by Monte Carlo Simulation of Complex Safety Critical Operations

Based on the experience gained in using the hazard identiÞcation part of HAZOP in
a large number of safety analyses and on scientiÞc studies of brainstorming, NLR has
developed a method of hazard identiÞcation for air tra!c operations Ð by means of
pure brainstorming sessions [60]. In such a session no analysis is done and solutions
are explicitly not considered. An important complementary source is formed by hazards
identiÞed in previous studies on related operations. For this purpose, hazards identiÞed
in earlier studies are collected in a TOPAZ database.

Step 3: Construct scenarios

When the list of hazards is as complete as reasonably practicable, it is processed to
deal with duplicate, overlapping, similar and ambiguously described hazards. First, per
ßight condition selected in Step 0, the relevant scenarios which may result from the
hazards are to be identiÞed using a full list of potentially relevant scenarios, such as
for instance Ôconßict between two aircraft merging onto one routeÕ or Ôaircraft encoun-
ters wake vortex of parallel departureÕ. Per ßight condition, each potentially relevant
scenario is subsequently used as crystallisation point upon which all applicable hazards
and their combined e"ects are Þtted. If hazards are not appropriately addressed by the
crystals developed so far, then additional crystallisation points are deÞned. The output
of such crystallisation process is a bundle of event/condition sequences and e"ects per
crystallisation point, and these are referred to as a safety relevant scenario. This way
of constructing scenarios aims to bring into account all relevant ways in which a hazard
can play a role in each ßight condition/severity category.

In order to cope with the complexity of the various possible causes and results, clusters
of similarly crystallised hazards are identiÞed. A cluster of hazards could for instance
be the set of Ôevents causing a missed approach to deviate from the normal pathÕ. An
example is given in Figure 2.2. It should also be noticed that the same cluster of hazards
may play a role in one or more safety relevant scenarios.

Each of the identiÞed hazards can be of the following types:

¥ a root hazard (cluster), which may cause a safety relevant scenario; or

¥ a resolution hazard (cluster), which may complicate the resolution of a safety
relevant scenario.

For an appropriate safety risk assessment, all combinations of root and resolution hazards
have to be evaluated in the next steps.

Step 4: Identify severities

For each of the safety relevant scenarios identiÞed in step 3, it is determined which of the
severity categories selected in step 0 are applicable to its possible e"ects. Safety experts
should assess which of the severities are applicable for each safety relevant scenario, by
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