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ABSTRACT
For GNSS civil aviation applications, it is necessary to
be able to guarantee the required level of performance specified
by ICAO during a given phase of flight. The use of several
GNSS components such as various signals, constellations or
augmentation systems, sometimes redundant, helps monitoring
the system robustness against several sources of perturbations
like ionosphere or jammers for instance. In case of perturbation
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preventing one of the needed components to meet the phase of
flight required performance, it is necessary to be able to switch
to another available component in order to try to maintain if
possible the level of performance in terms of continuity,
integrity, availability and accuracy. But, to this end, future
combined receivers must be capable of detecting the largest
number of degradations that should lead to the loss of one GNSS
component.
Among the perturbations, one can note atmospheric disturbances,
multipath, cycle slips, interferences. It is consequently necessary
to identify and test degradation detection means that will enable
if possible the receiver to maintain the level of performance
requirement during an aircraft flight. Because of the interests in
civil aviation and the restrictive requirements associated, it is
interesting to focus on the degradation detection during LPV
phases of flight.
The interference is among the most feared events in
civil aviation use of GNSS. Detection, estimation and removal
remain an open issue and may affect pseudoranges
measurements accuracy as well as integrity, continuity and even
availability of those measurements. In literature, many different
interference detection algorithms have been proposed at the
front-end level of the receiver. For instance making chi-square
tests at the ADC level, as in nominal conditions, the ADC bins
distribution is Gaussian. Other non exhaustive means are to
study the design of the receiver antenna or to make a spectral
selectivity using filters. However, detection within tracking loops
is not widely studied to our knowledge that is why it is an
interesting investigation way that may complete other detection
means, as proposed in [Bastide, 2001].
The goal of this paper is to estimate the performance of
a detection algorithm of Carrier Waves and Narrow Bands
interferences. The main results are missed detection probability
and the non-detected tracking error induced by interferences.
Indeed, those types of interferences may affect powerful GPS L1
C/A or Galileo E1 code spectrum lines and may produce
Misleading Information. It is consequently important to study the
effects of such interferences on different spectrum lines and with
different settings, varying the amplitude and for Narrow Bands,
the bandwidth of this perturbation. The detection algorithms used
are based on multi correlator receiver outputs to detect the I and
Q correlation distortions due to interferences.
The paper starts with the presentation of the detection
technique. Performance analysis is then conducted taking into
account required continuity during LPV phase of flight, to
determine a threshold on the interference detection criteria (FFT
of the correlator outputs). Interference missed detection
probability is then estimated and finally the algorithm integrity

performances are discussed. To comply with actual conditions,
as the receiver is supposed onboard a flying aircraft, tests were
conducted under multipath conditions modelled with the DLR
Aeronautical Channel, taking into account the ground reflection
and fuselage echoes during LPV. In addition, simulations were
performed under all kinds of dynamics, complying with DO 229
d specifications and interim Galileo MOPS.
The results indicate these techniques are good detection
means under actual conditions, and do not require a too large
number of calculations. The inclusion of the proposed algorithms
before Receiver Autonomous Integrity Monitoring algorithms
and combined integrity results are discussed. Further studies
should provide results on the accuracy of interference estimation
and repair algorithms.
INTRODUCTION
Within next years, the progressive apparition of new
GNSS components is expected to improve the performances of
the system in terms of integrity, continuity, accuracy and
availability. With the use of future Galileo and modernized GPS
signals, it is necessary to establish future combined receivers’
architecture. The combination of Galileo and GPS signals, with
possible augmentations like SBAS, ground stations or RAIM
algorithms is promising for civil aviation purposes. In case of
loss of one component (frequency, constellation), it should be
easier to guarantee the system robustness against perturbations
like multipath, ionosphere and jammers.
To do this, it is necessary to be able to detect
degradations leading to a loss of performance as specified by
International Civil Aviation Organization for all phases of flight
and in particular for approach phases.
Several types of degradations due to various physical
phenomena are identified. There is a need to define precisely the
detection means that will enable the monitoring of GNSS signals
used for the nominal, alternate or degraded mode, and also to
switch from one mode to another one if necessary. These
detection means can be located at front-end level, within tracking
loops or based on pseudorange and integrity information for
instance. To be accepted, those detection means have to be tested
against the level of performance required for a targeted phase of
flight.
Among all perturbations, it is of interest to study the
effects of interferences as they can affect simultaneously several
GNSS measurements. Consequently, one of the challenges for
civil aviation community is to develop jamming errors detection
and characterization techniques. Interferences can lead to an
increased noise, a bias or a loss of the pseudoranges, and thus to
a degraded navigation solution.
Generally, in literature, detection is made upstream code
and phase tracking loops. Indeed, at this stage, interference
detection consists in monitoring the signal and detecting when it
departs from noise.
We decided to implement algorithms to detect
interferences using correlator outputs, and to verify if those
algorithms were compliant with civil aviation requirements for
APV phases of flight. Indeed, APV is a targeted phase of flight
for modern operations. It has restrictive requirements compared
to phases of flight like NPA.
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GNSS receivers have to be compliant with ICAO
requirements in terms of integrity, continuity, accuracy and
availability. Interference environment includes pure carriers,
narrow band and pulsed interference signals. A listing of
identified interference sources was made by RTCA (SC 159,
WG 6) in [DO235A, 2002], appendix B. Those sources are
classified by signalling type: pulsed or continuous. Interferences
masks are designed and proposed in [MOPS Galileo, 2007], and
filters will be implemented within future GNSS receivers to
allow removing interferences that occur out of these masks.
On going studies on the detection and removal of pulsed
interference types are being conducted at RF front-end level for
instance in [Raimondi, 2006]. We focus on the detection of
continuous interferences at correlator output.
Amongst the potential types of continuous
interferences, Carrier Wave and Narrow Band Interferences
phenomena need to be detected. If possible, they have to be
located, modelled and removed from the incoming signal. The
frequency occupation of those interferences is low. We will first
focus on interference detection of interferences with power level
below the masks.
For civil aviation applications, interferences with power
level below the masks will generate acceptable degradations on
tracking errors. However, we feel that when these CW
interferences stay near the same code spectrum lines for a certain
time, the induced tracking errors can be larger than expected by
the MOPS. We feel this is important for highly restrictive
approach phases of flight in terms of accuracy.
I.

GENERATED SIGNALS AND
INTERFERENCES

Signals affected by interferences
GPS L1 C/A and Galileo E1 signals are supposed to be
affected by interferences in this study.
Low carriers to noise ratio values were chosen and are
recalled in the following table. They correspond to the limit of
the signal quality required for tracking, assuming a -203 dB
W/Hz noise power spectral density level.
GPS L1 C/A

GALILEO E1

40.5

34.8

-164 dBW

-168 dBW

-203 dBW

-203 dBW

C/N0 (dBHz)
Received
power
Noise level

Table 1 : Minimum required carrier to noise ratios for GPS and
Galileo signals from [MOPS Galileo, 2007], appendix H.
Generated interferences
The power of the generated CW is chosen to be below
the interference masks provided in [MOPS Galileo, 2007], for
both GPS and Galileo cases for the targeted phase of flight.
The largest CW interference power used for detection
tests is -155 dBW. For NB interferences, the maximum tolerable
power will differ with bandwidth.

II.

IMPACT OF INTERFERENCES ON THE
GENERATED SIGNALS PROCESSING

When CW interference is added to the received GNSS
signal, the expressions of the correlator outputs on I and Q
channels become:

In order to justify our detection algorithms described
further in this document, impacts at different levels: on correlator
outputs, tracking loops and code spectrum lines of the generated
interferences are shown.
•

Observed influence of interferences on correlator
outputs

After being multiplied by DLL local code and PLL local
carrier, the signal is separated into two channels I and Q, the first
one corresponding to the multiplication by the local estimated
carrier and the second one where the signal is mixed to the
quadra-phase carrier.
[Bastide, 2001] or [Macabiau, 2006] provide a
description of the impact of CW on the correlator outputs. We
provide hereafter a short mathematical description of this impact
on GPS L1 C/A in the following.
In presence of noise only, the correlator outputs are
modelled as:

 I d (n) =

Qd ( n ) =


A
R (ε τ − d ) cos( ε ϕ ) + n I ( n )
2
A
R (ε τ − d ) sin( ε ϕ ) + nQ ( n )
2

Where:
•
R is the materialized PRN code autocorrelation function,
•
A is the magnitude of the received GNSS signal,
• ετ is the code tracking error,
•

ε ϕ is the carrier phase tracking error,

•

d is the delay relative to the n replica or chip spacing,
nI and nQ are additive noise.

•

K
A
D (n )R (ε τ ) cos (ε ϕ ) + J cos (Θ( n ) ) + n I (n )
2
2
KJ
A
Q (n ) = D (n )R (ε τ ) sin (ε ϕ ) −
sin (Θ ( n ) ) + n Q (n )
2
2
I (n ) =

When a CW interferes with the locally generated signal,
an additive sinusoidal signal resulting from the correlation
between the local code and the interference will appear on the I
and Q correlator channels. If that additional correlation product
has a time variation characterized with a frequency greater than
PLL
L

the PLL bandwidth B

Θ(n ) = (2πk 0 f Rτˆ + ϕ (n )) K J = AJ Csin c (k0 ) sin (πδfTI )
πδfTI
CD ( f ) =

+∞

∑ C (k )δ ( f − kf )

k = −∞

f
Csin c (k ) = R
fc

ϕ (n ) = 2πδf

sin c


f
sin πk R
fc

fR
πk
fc

R



 C (k )
0

Tn
− (φJ − φ ) + ϕ (k 0 )
2

where:
•

A is the amplitude of the direct GNSS signal,

•

D represents the incoming signal data value during the
integration interval,

•

R is the materialized PRN code autocorrelation function

•

τˆ

is the estimate of the incoming code delay,

•

ϕ̂

is the estimate of the incoming phase,

•

ετ

represents the code tracking error,

•

εϕ

represents the phase tracking error,

•

TI is the integration time in seconds,

•

f R is the frequency separation between each spectral line in
the local GNSS signal PSD ( f =
R

fc
),
CodeLength

•

k 0 is chosen so that k 0 f R is the frequency of the useful
signal spectral line closest to f J ,

•

δf = k 0 f R − f J ,

•

n I and nQ are the in-phase and quadra-phase correlator’s

, it is then filtered out.

output Gaussian noise assumed uncorrelated with a variance
equal to N 0
4TI

•

C0 is the discrete Fourier transform of the tracked PRN
code.

Figure 1 : Simulated correlators outputs on the I GPS L1 C/A
channel affected by CW interference.
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We see that the correlator outputs are affected by an
additive sinusoidal term, whose amplitude depends on the
product of the level of the code line which is the closest to the
CW by the power level of the CW interference.

In the case of a Narrow Band Interference, the
interference induces a distortion which is a combination of the
effect of the correlation of all the code spectrum lines with the
NBI.
The same analysis can be made for Galileo E1 signal: it
can be also observed a deformation of the correlation peak when
interferences occur. One can mention that the correlation peak
has a different shape than in the case of GPS L1 C/A signal (two
secondary peaks appear beside the main one which is narrower
than for GPS L1 case). In addition, the expression of Csinc (k)
depends upon the materialization of the signal. Indeed, in the
case of Galileo E1 waveform spectrum, two main lobes will
appear, centred on 1.023 MHz.
Moreover, the carrier to noise ratio can be computed at
the correlator outputs to monitor the signal quality and to
estimate the impact of potential interferences on the I channel
prompt correlator output:
C 
1
mean( I ) 2


=
 N 0 est _ corr _ output 2Tsampling std ( I )

Figure 2 : C/N0 estimated without and with CW, for a generated
signal 200 seconds after the beginning of the simulation.
On figure 2, carrier to noise ratio is estimated using
prompt correlator output on I channel. One can see 200 seconds
after the beginning of the tracking, that is to say, when the
interference is generated, a loss of more than 10 dB for -155
dBW interference amplitude.
Conclusion: these observations show the interest of
implementing detection algorithms based on the monitoring of
these correlator outputs.
•

Code spectrum lines correlated with interference

It is also important to consider the spectral position of
the interference compared to the code spectrum lines for both
GPS L1 C/A and Galileo E1 signals. In particular, the worst
cases, that is to say, impacting the code spectrum lines with
highest amplitudes, have to be considered to protect the user
against the most penalizing interference location within signals
spectra.
The additive sinusoidal term affecting the correlator
outputs appears as a result of the correlation of specific code
spectrum lines with the interference. Its amplitude is the product
of the interference power by the code spectrum lines level. The
total correlation output is the sum of the GNSS correlation peak
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and a

k 0 f R frequency sinusoid. The higher the jammer power

and the code lines magnitudes, the higher the amplitude of the
sinusoid.
GPS L1 C/A and Galileo E1 code spectrum lines
distributions with frequency are different; frequency spacing
between Galileo code spectrum lines is narrower than for GPS.
Indeed, the code period duration is four times higher for Galileo
E1 than for GPS L1 C/A. It results lower amplitude of spectral
lines for Galileo.
The number of spectral lines carrying the incoming
signal power will influence the weight of each line. Indeed, the
more spectral lines are present, the more the total incoming
signal power will be distributed trough these spectral lines, and
their respective weights will decrease.
As a consequence, for Galileo E1, spectrum code lines
that will be impacted will be less powerful than the GPS ones.
As the impact of CW on the tracking loops is expected to
increase with the impacted code spectrum line amplitude, Galileo
is expected to be more robust to CW interferences.
The spacing between two code spectrum lines is the
code repetition frequency f R . In case of the GPS L1 C/A code
for example, the number of code spectrum lines within the main
lobe of the signal power spectrum density equals twice the code
length. This means that a longer code has an increased the
number of lines.
The interference power driving the correlation result is
the CW power in the case of a CW, and the power spectrum
density in the case of NBI. For instance, the correlation of a 10
kHz Narrow Band Interference with each code spectrum line will
be reduced by 40 dBW compared to a CW.
The additive sinusoidal term due to a CW on the
correlation output has a phase Θ(n) which is driven in part by the
frequency separation between the interference and the closest
spectrum line. The choice of the PRN code spectrum lines hit by
the jammer in the simulations is explained later.
The use of a secondary code, that equivalently extends
the length of the spreading code, also increases the number of
spectral lines and thus makes the signal less susceptible to
CW/NB interference.
Worst case code spectrum lines
The worst code spectrum lines in terms of power level,
for each signal are given hereafter and provided for each PRN.
These power levels take into account the PRN code FFT and the
Fourier transform of the materialization waveform.

As one can observe, for GPS L1 C/A, the worst case
code spectrum line was identified on PRN 6 with a -21.29 dB
level, located at a frequency of 227 kHz. For Galileo E1, the
worst case code spectrum line was identified on PRN 38, located
at 673.5 kHz with level -28.81 dB.
Position of the interference compared to code spectrum lines
Two important parameters can influence the spectral
position and the impact of the jammer on the correlator outputs:
the integration time and the residual jammer/GNSS signal
Doppler. The integration time conditions the width of the
weighting sinc function. A long integration time will limit the
CW influence zone around each spectrum line. If the integration
time was infinitely long, the CW would really have an influence
only when exactly superposing with the local GNSS signal
spectrum line. It is then unlikely, considering the potential
Doppler residual variation between the jammer and the useful
signal that such an event lasts for a very long time.
We recall hereafter integration times that we use:
Signal type
GPS L1 C/A

Data
channel
20 ms

Pilot
channel
4 ms

GALILEO E1

100 ms

4 ms

Table 2 : integration time of GPS and Galileo signals

Figure 3 : GPS L1 C/A worst code spectrum lines by PRN.

NB interference will affect more code spectral lines
than a CW and thus will have a greater impact on the correlator
outputs.
The residual Doppler between the interference and the
code spectrum lines was assumed to have a variation with time.
It was set to 2 Hz per second.
•

Observed influence on tracking loops

A 3rd order PLL with 10 Hz bandwidth and a 1st order
DLL with 1 Hz bandwidth will be used in the following.
Figures 3, 4, 5 show the impact of -155 dBW CW
interference on the tracking loops, while the worst case GPS L1
C/A PRN 6 code line is impacted. The interference is generated
200 seconds after the beginning of the tracking.

Figure 4 : Galileo E1 worst code spectrum lines by PRN.
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Figure 5 : Phase tracking error with a 10 Hz PLL bandwidth
and a dot product discriminator, with CW after 200 seconds
simulation.

Here above, a CW was generated after 200 seconds of
simulation, to see precisely its impact on the code and phase
tracking errors.
The figure represents the phase tracking error when a
CW appears 200 seconds after the beginning of the tracking
process. It is easy to identify the impact of the interference as
sine waves appear on the tracking loops errors. Note also that the
interference impacts the two loops.

Figure 6 : Code tracking error in a static case with a 1 Hz
bandwidth and a dot product discriminator, with CW.

In the following, multiple correlators’ outputs will be
monitored to detect the presence of jammers.
Multiple correlator settings
The correlators spacing d and the correlators’ window
size around the main peak for both GPS and Galileo signals have
to be set.
For GPS L1 C/A, assuming the maximum CW
frequency is 1.023 MHz, the correlators’ window size must be
larger than 20.46 chips, it is thus set to 22 chips in our
simulations. From the Shannon theory, a maximum correlator
spacing of 0.73 chip is required (Fc<2Fcw), the correlator spacing
is thus set to 0.65 chip.
The impact of CW on the correlator outputs for GPS L1
C/A and Galileo E1 signals has the same shape, that is to say a
sine wave appears in the autocorrelation. But, as Galileo E1
code spectrum properties are different of GPS L1 C/A (two main
lobes between -2MHz and 2MHz appear in the code spectrum
which lines are 250 kHz-spaced), an other setting for correlators
window size and spacing is required. The maximum correlators
spacing being 0.29 chip for the same reasons as GPS L1 C/A, it
is set to 0.25 chip. Finally, to comply with the number of
correlators used for GPS L1 C/A case, the window size is set to 9
chips.
IV.

PROPOSED DETECTION TECHNIQUES ON
CORRELATORS’ OUTPUTS

Two techniques were considered, presented below.
Computation of the FFT of the correlators’ outputs
Figure 7 : Code-Carrier error in a static case with a 1 Hz dot
product DLL with CW.
Conclusion: CW and NB interference affect the two
tracking loops and consequently affect the accuracy of the
resulting pseudoranges, and the navigation solution. It is
consequently important to be able to detect those perturbations in
compliance with APV required accuracy. As the two loops are
affected, the code smoothing process will be affected too and the
higher the interference power, the higher the resulting
pseudorange error. In the case the interference is not detected, it
could generate a penalizing error during APV phase of flight
without any flag.

III.

SIMULATOR SETTINGS: MULTIPLE
CORRELATORS , WORST CASE CODE
LINES AND JAMMERS

GNSS receivers have several reception channels. Each
of them specializes in tracking specific satellites. Each reception
channel has at least two or three pairs of correlators (E, L, P) for
both code and carrier phase tracking.
A multi correlator receiver can compute much more
correlator outputs in a same reception channel. If several
correlators are available within a same channel, it is possible to
observe the code autocorrelation value in several points spaced
by a value denoted d in this paper.
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Multiple correlator outputs are monitored and the
presence of interferences in the incoming signal is detected
thanks to the computation of the Fourier Transform of the
correlators’ outputs [Bastide, 2001]. If undesired carrier sine
waves are present, for CW interference, a detection flag is set to
1.
The maximum Fourier transform of the signal is
compared to threshold. If a significant sine wave is present in the
signal, the maximum Fourier transform of the signal is
proportional to the magnitude of the wave, and, in the case the
threshold is well chosen, this interference will be detected.
Detection is declared when the following condition is
reached [Bastide, 2001]:
max_ fourierinst − mean (max_ fourier ) ≥ threshold × std (max_ fourier )

Where :
•
•
•
•

max_ fourierinst is the maximum of the Fourier transform at
a considered instant
is the mean of maxima of the
mean(max_ fourier )
Fourier transforms during the training stage
std (max_ fourier ) is the standard deviation of the maxima
of the Fourier transforms during the training stage
threshold is the chosen threshold for detection

Figure 9 shows the distribution of this test criterion
using 1.5 105 samples. The detection threshold compliant with
APV PFA is plotted thanks to red lines.

In the following, x denotes the vector of all the
correlators’ outputs at the same time epoch. The hermitian
property of the model coefficient matrix used for the classical
single channel AR model, is not applicable for a multichannel
AR model as detailed in [Marple, 1987]. So, the algorithm is a
little bit more complex and requires the calculation of forward
and backward coefficients (respectively: A and C with
corresponding superscripts f and b). We will not describe here
all the demonstration of the calculation process, the interested
reader should find more details in [Marple, 1987].
Algorithm steps
Initialization
1 N
f
P0 = P0b = ∑ x[n]x H [n]
N n =1
e0f [n ] = e0b [n] = x[n]

Figure 8 : Gaussian behaviour of the test distribution

Estimation of the covariance of the residual error for forward,
backward and cross

One of the interests of this detection principle is that it
is based on the maxima of the Fourier transform of the signal and
won’t detect multipath as those ones will be ignored by the use
of sufficiently high detection threshold. Indeed, the presence of
multipath is also characterized by peaks on the Fourier
transforms of the signals and the computation of the mean and
standard deviation of the maxima allows taking into account the
low-time variations of multipath. As multipath occurring during
flight depends upon the environment (specular or diffuse
multipath with different amplitudes), it is interesting to generate
multipath in our simulations to know its actual impact during
critical phases of flight for instance.

1
Pˆpf =
N

1
Pˆpb =
N
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n= p+2

N

f
p

∑ e [n − 1]e

n= p+2

b
p

H

[ n]e pf [ n]
bH
p

[ n − 1]

H
1 N f
Pˆpfb =
∑ e p [n]ebp [n − 1]
N n= p+2
Compute the estimated normalized partial correlation matrix

Λ p +1 = ( Ppf 1 / 2 ) −1 ( Ppfb )( Ppb1 / 2 ) − H
Update forward and backward reflexion coefficients

Ap +1 ( p + 1) = −( Ppf 1 / 2 )(Λ p +1 )( Ppb1 / 2 ) −1
C p +1 ( p + 1) = −( Ppb1 / 2 )(ΛHp +1 )( Ppf 1 / 2 ) −1
Update the forward and backward error covariance
Ppf+1 = ( I − Ap +1 ( p + 1)C p +1 ( p + 1)) Ppf

Multichannel Autoregressive model of correlators’ outputs
Another algorithm we propose is based on the detection
of non regular time variation of an AR model of the set of the
correlation outputs. We just provide here a short description of
the algorithm and we discuss the main advantages of this
algorithm.
We use the correlator outputs noise supposed Gaussian
and white.
If a CW or a NB interferes with the incoming signal,
then the variance increases exactly when the interference occurs
and will vary during the period the signal will be jammed.
A classical AR model could have been used to monitor
independently each correlation point, but it is preferable to use a
multichannel AR model that will help having a redundant
information about all correlators behaviour, on the peak and
beside it.
Using this technique, we will exploit the existing
correlation between all correlators’ outputs in presence of GNSS
signals, noise and interferences.
The non-Gaussian behaviour of the time variation of the
correlator outputs is also an evidence of the presence of an
interferer.
Interferences do not imply a constant additive jump on
the correlators’ outputs but they imply a time-varying additive
jump.
For a first approach, it is not necessary to model the
correlators’ outputs time-behaviour thanks to an ARMA model.
A short description of the multichannel AR process is
provided hereafter.

N

∑e

Ppb+1 = ( I − C p +1 ( p + 1) Ap +1 ( p + 1)) Ppb
Update the forward and backward predictor coefficients

e pf +1[n] = e pf [n] + Ap +1[ p + 1]ebp [n − 1]
ebp +1[n] = ebp [n − 1] + C p +1[ p + 1]e pf [ n]
Update the residuals

Table 3 : Autoregressive multichannel modelling.
The model residuals are then monitored thanks to the
following criterion calculated within a 3-second sliding window:

log
•

•

AR _ model _ error _ within _ window
previously _ estimated _ AR _ model _ error

The bottom term set the criterion, it is determined through a
training simulation without interferences and under the
phase of flight conditions as for the FFT algorithm, before
the detection tests.
The top term, that is to say the AR model errors of
correlators’ outputs estimated during the detection step will
be determined at any instant for each test and compared to
the errors calculated during the training simulation.

The detection probability on a window is expected to be
higher for three reasons:
• the redundant number of measurements at any instant
(number of correlators),

•
•

the use of a sliding window (redundancy of detections),
the number of samples used by detection window, this
algorithm being sequential.

V.

DETECTION ALGORITHMS
PERFORMANCES EVALUATION PROCESS

We recall here in a few lines the performance
evaluation methodology used for the previously proposed
algorithms.

•

− Doppler , Doppler randomly selected between -10
Fcarrier
kHz and + 10 kHz

•

a 2 = ( horizontal _ acceleration)² + (vertical _ acceleration)²
is the aircraft acceleration

•

a3 is the aircraft jerk.

a1 =

errors
1.
2.

3.

4.

A detection criterion is defined from correlator output
characteristics.
The detection algorithm is launched using the detection
criterion over non-jammed simulated measurements.
Detection criterion parameters are set during a training
stage without interference under APV phase of flight
conditions (dynamics, multipaths…).
Varying the criterion threshold, the APV continuitycompliant threshold is chosen when the false alarm rate
is lower or equal to PFA (1.6 10-5 for APV).
Then PMD value is determined, generating interferences
and using the defined criterion and threshold over a
large number of samples (105 at less).

The impact of non-detected interferences on tracking
error at any time is then discussed.
PMD value must be multiplied by the interference
probability of occurrence to compare the performance obtained
to the integrity risk (undetectable failure of the specified
accuracy).
Unfortunately, the probability of occurrence of
interferences can’t be estimated to our knowledge. We therefore
only provide the probability of missed detection. It is
consequently not possible to evaluate the integrity risk; one can
only say how this algorithm will alleviate RAIM algorithms that
will be used downstream.
VI.

SIMULATION OF ACTUAL APPROACH
CONDITIONS

Dynamics
A third-order 10 Hz PLL was used in the following
simulations. It is characterised by the coefficients K1, K2 and K3
which are defined in [Stephens, 1995] from the product between
the PLL filter bandwidth and the time of integration.
The range is assumed to have the following variation:

τ (k + 1) = a0 + a1 ⋅ time(k + 1) +

a2
a
⋅ time(k + 1) 2 + 3 ⋅ time(k + 1)3 ,
2
6

a0 , a1 , a2 , a0 being the dynamics parameters corresponding
respectively to the position of the aircraft, its ground speed,
acceleration and jerk and provided by the following
mathematical relations:
•

a0 =

distance sat → airplane
c light
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The receiver outputs the raw code and phase tracking
ετ and ε ϕ . 100 seconds code-carrier smoothed

pseudorange is estimated, corresponding to the smoothing filter
parameter used in civil aviation.
Dynamics were generated taking into account the
following maximum defined values for all types of manoeuvres:
GROUND SPEED

800 KT

800 KT

HORIZONTAL
ACCELERATION

0.58 g

2.00 g

VERTICAL
ACCELERATION

0.5 g

1.5 g

TOTAL JERK

0.25 g/s

0.74 g/s

Table 4: normal manoeuvres on the left side and abnormal on
the right side, [MOPS Galileo, 2007].
Where g = 9.81m/s² and Kt are Knots.
Ground speed, acceleration and jerk are linked as
derivatives of position and during a flight, those parameters will
vary accordingly and will not be constant and maximum all the
time. It is all the more true that during aircraft approach, ground
speed will significantly and quickly decrease.
Dynamics and interference detection
Dynamics has a non-negligible impact on the tracking
loops as explained previously, it is all the more true for abnormal
dynamics. As a consequence, if we want to study the impact of
non-detected interferences on the tracking loops, it is necessary
to take it into account.
Multipath
We discuss here briefly the impact of multipath on
tracking and in particular on the correlation peaks which are
monitored during our detection process.
If a multipath occurs during the detection process,
because of the contribution of the reflected component, the
correlation peak will lose its symmetry. In that sense, the
detection can be affected, for instance, while computing the FFT
of the correlation peak, as a frequency component near the
central peak due to multipath may generate a peak in the FFT,
that could be interpreted as interference.
The detection will depend upon the characteristics of
the multipath, it is expected a high magnitude replica will induce
a strong deformation beside the main peak. It is consequently
important to take into account multipath as close as possible to
multipath in real conditions of an LPV phase of flight.

Multipath is taken into account during the
determination of the detection criterion and is generated for all
runs.
The model used is the DLR Aeronautical channel
model proposed by [Lehner, 2007] and we recall below the main
aspects and setting of the model used.
A 10 degree satellite elevation was chosen to perform
simulations with worst conditions and the model was launched
during the 500 seconds tracking. It corresponds to the elevation
mask angle for future Galileo satellites provided by Galileo
[MOPS Galileo, 2007]. It is higher than the GPS elevation mask
angle which is 5°.
For an in-flight aircraft, it has been demonstrated in
[Steingass, 2004] that the wings reflection power level is very
low, so it is not considered in the model. Only the fuselage and
ground reflections are taken into account.
As shown in [Steingass, 2004], a quite strong reflection
close to the direct signal was identified, when analyzing the
impulse response of the high resolution aeronautical channel
model. It is one to two nanoseconds delayed from the direct path.
This reflection has been identified and located near the antenna,
on the aircraft fuselage. It was called fuselage echo. The power
of this echo is estimated to -14.2 dB. Consequently, the
multipath model will be composed of a ground reflection, a
fuselage reflection and echo.

Figure 9 : fuselage and ground generated multipaths schemes.

account the impact of multipaths on it. Indeed, due to multipaths,
a deformation of the correlation peak may be flagged as an
interference while computing the FFT or looking at the temporal
variations of a correlation point near the peak.
The model used here simulates multipaths on the Graz
Airport (Austria) where empirical tests were conducted to set the
model. It is obvious that multipath impact on the correlator
outputs will be dependant upon the targeted airport geometry.
VII.

PMD ESTIMATION AND UNDETECTED
PSEUDORANGE ERRORS INDUCED

The obtained PMD value for the worst case CW (-155
dBW) for GPS L1 C/A signal, is 6.7 10-5 using the snapshot FFT
algorithm. On the next figures are represented the maximum raw
and smoothed code tracking error values undetected by this
algorithm for different interference amplitudes and considering
different PRN. The smoothed code error never exceeds 15
meters in the GPS case.

Figure 10 : amplitude of tracking errors as a function of
interference power resulting from non-detected CW on the GPS
L1 C/A code, PRN 6.

The correlator outputs are affected by multipath, affecting in trn
code and phase tracking errors, respectively ε τ and ε θ . The
multipath parameters are:
•

α1, α2, α3, respectively the relative amplitudes of the
ground echo, the fuselage refracted signal and the
fuselage reflected signal.

•

τ1, τ2, τ3, the code delays of the ground echo, the
fuselage refracted signal and the fuselage reflected
signal.

•

θ 1, θ 2, θ 3, the relative phase shifts of the
carrier of the ground echo, the fuselage refracted signal
and the fuselage reflected signal.

Correlator outputs models used in the simulator are only
valid if the multipath parameters do not vary very fast compared
to the integration time.
Multipath and interference detection
As the detection algorithms proposed are based on the
monitoring of the correlators’ outputs, it is necessary to take into
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Figure 11 : amplitude of tracking errors as a function of
interference power resulting from non-detected CW on the GPS
L1 C/A code, PRN 2.

Figure 12 : amplitude of tracking errors as a function of
interference power resulting from non-detected CW on the GPS
L1 C/A code, PRN 10.
The obtained PMD value for the worst case CW for
Galileo E1 signal is below 10-5. Hereafter is represented the
maximum raw and smoothed code tracking errors obtained for
undetected CW, varying the amplitude value. The smoothed
error never exceeds 2 meters.

As shown in figure 8, jammers impact on the correlator
outputs differs with the amplitude of the interference, indeed, the
more the amplitude of the interference, the more the amplitude of
the sine wave. The two techniques have different approaches,
considering the instantaneous behaviour of the correlators
outputs in the Fourier domain or considering the time evolution
of those ones.
The highest missed detection probabilities were
obtained for high amplitude interferences (worst case for a CW: 155 dBW) and worst case code spectrum lines. It seems that for
Galileo signal case see (PRN 38), the maximum smoothing error
generated by an undetected interference is smaller than for GPS
L1 C/A, this is due to the fact Galileo code spectrum lines have a
lower amplitude than GPS L1 C/A ones.
It can be also clearly seen that the impact of CW on the
worst case code lines in terms of raw pseudorange errors is larger
than for other lines as PRN 10 worst case code line for instance.
Discussion about the proposed detection algorithms and civil
aviation requirements
Concerning the first snapshot algorithm, the choice of
the criterion calculating the maximum of the Fourier transform,
allows reducing the impact of low power multipath (like echoes
on the aircraft fuselage).
The AR algorithm allows taking into account
simultaneous variations of all correlators’ outputs, it
consequently decreases the PMD.
Below are recalled civil aviation requirements for NPA
and APV phases of flight in terms of accuracy and integrity.
TTA stands for Time To Alert, it is the maximum allowable time
interval between system performance ceasing to meet
operational performance limits and the appropriate integrity
monitoring subsystem providing an alert.

Figure 13 : amplitude of tracking errors as a function of
interference power resulting from non-detected CW on the
Galileo E1 code, PRN 38.
For NBI cases, tests results will be presented in other
reports.
PMD obtained for both worst case CW and NB using the
multichannel AR model with a 3s-time detection window are
comparable to the PMD obtained thanks to the FFT algorithm.
But, this AR algorithm needs to be tested with different settings
(width of the detection window, number of correlators).
VIII.

DISCUSSION OF OBTAINED RESULTS

A first remark is that if one wants to implement the FFT
detection technique or the AR one within future receivers, the
detection criteria parameters and thresholds under actual normal
aircraft conditions of dynamics and multipath have to be
previously saved.
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NPA
APV I
APV II
Accuracy hor.
220 m
16 m
TBD
Accuracy ver.
x
8m
TBD
Integrity
10-7/h
2.10-7/app
2.10-7/app
TTA
10 sec
10 sec
6 sec
PFA
3.33.10-7
1.6.10-5
TBD
Table 5 : Civil Aviation requirements [DO229D, 2006].
It is important to obtain a low time of detection with
regards to TTA to maintain integrity. That is why a short time
detection sliding window (3 seconds) was chosen for the AR
model taking into account APV TTA, the FFT algorithm being
snapshot.
For each phase of flight, to ensure that the position error
is acceptable, alert limits are defined and represent the largest
position error which results in a safe operation.
PMD value obtained during our simulations must be
multiplied by the interference probability of occurrence to
compare to the integrity risk (undetectable failure of the
specified accuracy) requirement.
Unfortunately, the probability of occurrence of
interferences can’t be estimated to our knowledge. It is
consequently not possible to evaluate the integrity risk; one can

only say how this algorithm will alleviate RAIM algorithms that
will be used downstream and will be useful to launch repair
algorithms or to switch to other GNSS components available
during the RFI crossing to maintain the level of performance
required during the phase of flight as described in [Mabilleau,
2007].
IX.

CONCLUSION AND FUTURE WORKS

In our simulations, worst cases were considered in terms
of interference power, code spectrum lines impacted, which
makes our PMD estimation robust against the mentioned
interferences.
Each interference was generated using a Doppler
variation rate (between code lines and interference) of 2Hz/s for
each tracking trial. So, interferences not always stroke exactly
the worst spectrum lines.
We did not discuss the impact of abnormal dynamics
here, so a special care must be taken in this case as it is important
to know the resulting errors and the integrity risk induced by this
event.
Two algorithms were proposed a snapshot one (FFT
criterion) and a sequential one (AR model).
Such detection algorithms will alleviate and complete
the detection made by RAIM-type algorithms (but only for
interferences). The obtained PMD are between 10-4 and 10-5 for
the worst case -155 dBW CW. Those results concern each worst
case GPS L1 C/A PRN 6 and GALILEO E1 PRN 38 worst case
code spectrum lines using each of the two proposed detection
algorithms.
The resulting maximum error on smoothed
pseudoranges when no detection algorithm is used is around 15
meters for GPS L1 C/A and around 1 meter for Galileo E1.
The presented techniques are consequently useful when
an interference occurs during approach phases of flight like APV
because, it will allow detecting a degradation due to a CW or a
NB with a low PMD (integrity) and in case of failure in the
detection, the resulting error will not exceed 1 meter while using
Galileo E1 for positioning. This error will not have a harmful
impact on the protection level computation in this case.
Those results have to be compared with RAIM
detection capabilities.
When detection is made and when there is an impact on
performances (accuracy), it is possible to repair data thanks to
the characterization of interferences with a Prony-like model for
instance. Interference effects should be removed in this case for
accuracy purposes.
After detection, the next step consists in two options:
using another GNSS component for positioning or removing the
incoming interference if possible.
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